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Abstract

With ever-increasing network connectivity, message integrity and authenticity are critical. The
primary building component of message integrity is cryptographic hash the functions. Hash
functions are utilized and developed in a variety of ways. The purpose of this study is to a propose
and discuss the new keyed hash function. The Hash function and the Henon map are used in this
suggested technique. For whatever length of input, this technique generates a 128-bit hash code.
The function hashes a message with a key so that an intruder who doesn't know the key can't
fabricate the hash code, and so it meets a security, authentication, and integrity requirements for
the communication in a network. The paper explains the function design an algorithm, as well as
its security and implementation details. The simulation findings suggest that a text authentication
and forensics algorithm with strong tampering localization ability may be utilized to authenticate
and forensics text authenticity and integrity.

Keywords: Hash function, MD5 algorithm, Henon map.
1. Introduction

Network Security means protecting User confidentiality, integrity, and resource availability [1].
Network Security initializes with an authorization i.e., with the help of credentials such as a
username and a password to access a specific device commonly. Network security consists of
policies each network administrator has adopted to prevent and track illegitimate access privileges,
alteration and denial of a computer network and network resources. When a user is approved to do
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something else, a firewall will require them to follow rules such as what resources the network
user is allowed to access [2]. Thus, these policies are reasonable to prevent unauthorized access to
the device, but this component may fail to track potentially dangerous content such as software
warms or network transmission of a Trojans [3].

A cryptographic hash function is a function that accepts an arbitrary-length input and a results a
compact, fixed-length output [3, 4]. It's a message integrity mechanism that also provides source
authentication if keys are utilized. Integrity refers to the process of sending a message to the
intended recipient without any modifications or changes. Source Authentication protects messages
from deliberate deception and impersonation [5].

The use of a keyed hash function might help to overcome this problem. The intruder or deceiver
cannot create a new message or change an existing one without knowing the genuine key, which
is only known by the sender and recipient and is used for authentication or hash generation. [6].
As aresult, only the sender and recipient may communicate in this manner. Message authentication
code (MAC) is the use of a key for hash creation [7].

Hash algorithm can be mainly classified into MDx and SHA, where MD5 and SHA1 are the most
widely used and MD5 algorithm can produce a 128-bit abstract and SHA algorithm can produce a
160-bit abstract [8]. The MD5 algorithm was developed by Ronald L.Rivest of the MIT Laboratory
for Computer Science and RSA Data Security in the 1990s, and it evolved from MD2, MD3, and
MD4 [9]. A MD5-Hash method separates the input data into 512-bit groups, then divides each
group into 16 32-bit groups, and finally concatenates the four groups into a 128-bit hash value,
which is the output result 8.

Hash algorithm, as an encryption algorithm in the field of information security, plays an important
role in modern cryptology. Its main properties [10] are:1) it can be applied to any given message
and it’s easy to get its Hash value; 2) it can compress arbitrary-length message or data into fixed-
length message abstracts. The storage space of an output value is often considerably less than that
of an input value; 3) the inverse hash is unlikely to be solved, therefore we can't recover the original
input value from a given one; 4) Even minor changes in the input value will result in significant
changes in the output value; 5) The Hash function has two sorts of collision resistance: for a given
message Al, finding another message A2 to set up the equation H(A1)=H(A2) is difficult; for
separate messages B1 and B2, setting up the equation H(B1)=H(B2) is impossible. First and
foremost, every cryptographic hash function should be able to survive all potential assaults. The
input length is flexible in cryptographic hash functions, while the output length is fixed [10]. As a
result of the infinite-to-finite length mapping, collisions in hash functions are always present. As
a result, the requirement definition may be changed from "it is impossible to identify two separate
messages that create the same hash value™ to "it should be extremely difficult to locate two
different messages that produce the same hash value."” The fundamental design algorithm should
impose this challenge [11].
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To begin, Yuval [12] suggested the Birthday Paradox as a means for identifying the collisions in
hash functions, which led to a birthday attack. By this technique, a collision is discovered with
probability q2 / 2n after q queries to a hash function whose output is of n-bit length [13]. Aside
from that, simple operations like addition, XOR, complements, and so on must be included in the
algorithm to make it run quickly. In addition, the design algorithm's security must be shown. Only
relying on security assumptions might result in disaster. It should also have a customizable
structure, allowing it to be changed and made safe against future threats. A hash function is a
mathematical relation or procedure that turns a random-length input message into a compressed
message of a set length. Message digest is the name for the hash function’s fixed length compressed
message output. The resulting message digest is regarded as the message's unique digital mark
[14]. Figure 1 shows how the MD5 algorithm works. The steps that follow explain how the
algorithm works [15]. Recent attacks on MD4 [16] and MD5 [3, 17] have prompted additional
study towards the development of new cryptographic hash functions as well as cryptanalysis of
current ones [18]. This article outlines the creation of a novel hash algorithm that includes a key
and meets both a message integrity and source authentication criteria.

The goal of this study is to improve the MD5 algorithm by addressing its flaws. Propose an
improved MD5 algorithm that may be utilized to improve data security and integrity, and hence
the system's security, dependability, integrity, and performance. To protect user privacy and data
by hashing the information in a way that it cannot be readily stolen or hijacked.

2. Background of MD5 Function

A variable-length message is converted into a 128-bit fixed-length output using MD5 [19]. Figure
1 shows how the input message is broken down into 512-bit blocks (sixteen 32-bit words) and
padded to be divisible by 512. [20] The following is how padding works: The message is appended
with a single bit, 1 at the end, at first. The message is then followed by as many zeros as are
required to reduce the length to 64 bits fewer than 512. The leftover bits are filled with 64 bits
modulo 264, which is the original message's length.
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Figure 1: The MDS5 structure

The fundamental MD5 algorithm uses a 128-bit state divided into four 32-bit words: A, B, C, and
D. These are preset to a series of constants [21]. The state is subsequently modified by the main
algorithm, which employs each 512-bit message block in turn. Each cycle consists of 16 operations
based on a non-linear function F, modular addition, and left rotation. One action inside a round is
depicted in Equation (1). There are four potential functions, each of which is employed in a
different round [22]:

F(B,C,D) = (BAC)V (=BAD)
G(B,C,D) = (BAD) V (CA=D) (1)
H(B,C,D) = B@C®D
I(B,C,D) = C®(BV —D)
Where @, A, V, and — denote the respectively as XOR, AND, OR, and NOT. The MD5 function
used to encrypted text from original to encrypted text is done by using the following five steps:

Appending Step: Its responsible about forcing a message length be equivalent to 448 modulo 512,
resulting in a message length that is a multiple of 512, by combining a lot of bits (1...512). As a
consequence, the message size is decreased to only 64 bits. The "1' bit is appended to the message,
followed by a series of 0s, resulting in a block length of 448 characters.

Add a length message step: Its phase included an addition to an original message's length, which
indicates an original message's 64-bit length at a conclusion of the bits from the previous step. If
a message is k bits long, The k mod 264 value is appended to the equation. A preceding two phases
output in a message with a length of L 512. Assume this letter is made up of 32-bit words. The
letter has a value ranging from 0 to N-1, with N D L equaling 16.
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Initialize MD5 buffer step: To find a message digest, recorders are set up as a 4 buffer (D, C, B,
and A). Use a following basic settings to give each of these recorders a 32-bit length in a hexa byte
and lower arrange: (A=67452301, B=efcdab89, C=98badcfe, D=10325476) A=67452301,
B=efcdab89, C=98badcfe, D=10325476) (A=67452301, B=efcdab89, C=98badcfe, D=10325476)
A=67452301, B=efcdab89, C=98badcfe, D=10325476) A=67452301, B=efcdab89, C=98badcfe,
D=10325476) A=67452301, B= an algorithm's ultimate result, 128 bits D 4 32, This information
is saved on these recorders.

Process the message block step: To get a desired result, the material is treated in several
processes. The most crucial phase in the algorithm is this one. This stage processes 512-bit 16-
word message blocks. It usually has four cycles, each with a different function: F, G, H, and I,
each with 16 steps. Each round has 16 steps on the recorders, with the words from each step being
sent into four rounds in each round.

Output step: Once all blocks have been processed, the plain data are converted to ciphertext or
hash format as a message digest, with the final MD5 hash value being 128 bits. The [MD5]
approach is depicted in full in Figure 1, which may be found in [23].

3. Feebleness in the Existing MD5 Algorithm

The MD5 algorithm has the number of flaws, including vulnerabilities to rainbow table, dictionary,
birthday, and other attacks [24]. The MD5 algorithm's flaws have been studied extensively. The
focus of a literature study is on many attacks that may be carried out on a MD5 algorithm [25].
Many papers focus on many types of attacks that may be used to break or hijack MD5.

3.1 Birthday attack

A birthday attack is a sort of attack that depends on the operation's unpredictability.. As with the
birthday paradox, the attack is based on a somewhat random procedure and chance. It jeopardizes
the security of data and the integrity of messages. When there are a lot of people in a room, the
chances of two persons having birthdays on the same day are very high. a birthday paradox is
employed to attack the cryptographic functions' flaw [18]. It differs from the brute-force situation,
in which all conceivable data is examined until the hashed result is equal. Compared to brute force
attacks, birthday attacks are more efficient and faster. In the birthday assault, the data length is
quite important. If a hashed output is relatively short in length, the birthday an attack is more likely
to succeed [26].

3.2 A dictionary attack

The dictionary attack is a type of an attack in which an original message is deciphered using a list
of dictionaries' data, which is commonly used as a password. It differs from a brute force attack,
which employs all available methods to compromise the cryptographic function. In contrast to
brute force, it employs the guess to hijack the process through the usage of a list of options. The
assault is more likely to be hijacked than brute force since it relies on a guess. The hijacking speed
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of a dictionary assault, on the other hand, is much faster than a brute force attack. A hashed data
of the dictionary files is pre-computed in a dictionary attack. The data to be cracked or hijacked is
compared to the hashed data created [27].

3.3 Rainbow table

Dictionary assault is the more advanced variation of a dictionary attack. In general, the tiny
password combined with a small domain makes data hijacking very simple using a dictionary
attack [28]. The rainbow-themed table. The rainbow table attack is a method of discovering an
original message by computing the hashed result for a large number of inputs using the same
operations in a table. A rainbow table is much quicker because a result is already saved for speedier
the algorithm a hijacking. For speedier and more efficient hijacking of cryptographic algorithms
like MD5, the hashed outcomes for plain text is previous calculated and saved in a database. The
rainbow table is a previous calculated table that contains hashed values that include a hashed output
of the original message. In addition, a rainbow table refer to the sophisticated variant of a
dictionary attack in which the hashed result are data with a higher likelihood of being hijacked.
Because a hashed output for the same original data is the same in all circumstances, a time it takes
to find the required hashed result is greatly reduced. As a result, One of the most serious problems
of the MD5 method is that the hashed output for the same input is always the same.

4. Enhance MD5 hash function

Many academic articles and publications have been published in an attempt to find a solution to
the present MD5 algorithm's flaws. The literature study outlines all of the benefits and drawbacks
of each phase in the current MD5 algorithm. As a result, a flaws have been eliminated, and the
strengths or benefits have been examined. For the same input value or data, the hashed output is
always the same, which is one of MD5's primary flaws. The use of a key value that distinguishes
the output for the same input helps counteract this strategy. Furthermore, a brute force attack
demonstrates that the technique may be readily exploited if the hashed result is short. As a result,
this flaw may be avoided by simply lengthening the MD5 algorithm. As a result, the use of a key
and variable output length provides a solution to the MD5 algorithm's flaws. As a result, a research
suggests and details the creation of a hybrid model that includes both the key value and variable
length as a remedy to the present MD5 algorithm's flaws. The Henon map was used to create an
arbitrary matrix using a new key generated using the data encryption standard's initial permutation
(IP) tables (DES) [29]. These technologies assisted in achieving a balance between time and
complexity. The enhanced MD5 hash algorithm is shown in Figure 2.
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Figure 2: Proposed model

4.1. Improved MD5

Because the conventional MD5 method has several flaws and inadequacies, By employing a hybrid
technique with changeable outcome length and key value, these can be decreased. A modified
MD5 method improves on an original MD5 algorithm by altering a length of the key. As a result,
the improved method employs a Henon map with changeable output length and key. Because each
user's key is unique, the output differs depending on the key, yet the same key produces the same
result. The introduction of a key in the MD5 algorithm totally eliminates the possibility of a
dictionary attack, rainbow table, birthday or because an output will change depending on the key.
A variable length will improve the hashing algorithm since its length makes it subject to various
assaults. An improved version of the existing MD5 algorithm is depicted in the diagram. Michel
Henon designed the Henon map, which is a 2D chaotic map. It is a dynamical system with discrete
time. As illustrated in an equation (2), the henon map starts with a point (xn, yn).

O axrzl + ¥n (2)
Yn+1 = bXp

Where equal 1 and b equals 0.3. When utilizing electronic documents across several networks,
the problem of data privacy and security is crucial, particularly when dealing with unwanted
infiltration efforts to read data in the documents and modify their content. If not controlled, these
actions can lead to the development of the false copy or stolen material, as well as acts of
espionage. Through the following procedures, MD5 algorithm, which is used in the proposed
system, has been enhanced:

Step 1: An explicit text was translated to a binary in this manner (0,1).

Step 2: The text size was established by calculating the number of bits, which was then fed into
the suggested secret key production procedure.
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Step 3: An initial step in an improvement is to increase the system's complexities, which is
accomplished using a shift register with linear feed.

Step 4: An equation (2) of degree 32 is used to solve a problem, a new important advantage may
be produced. First two values selected from equation (2). Second, given equation, make two binary
vectors (2) where it is indicated to (value 1, value 2) When: value 1[1011100010000000
1000000000000001]andvalue2[10011100000000010000100000000
0 0 1]. The two-sequence vector is known as (value 1 and value 2), It will be employed later in the
proposed system and will reveal the overall structure of a key generation.

Step 5: By using the linear-feedback shift register on values 1 and 2, a new value with a 64-bit
length for values 1 and 2 is produced.

Step 6: Using the XOR between the first and second keys to get the first key (value 1, value 2).

Step 7: The major key is generated by applying the LFSR 64 roles on the primary key obtained in
the preceding step in the DES initial permutation tables to yield 64-bits. The load is computed by
multiplying the extra 64-bit outcomes by the predecessor 64-bit outputs.

Step 8: The message file is separated into multiple blocks, each with 512 bits, to improve
efficiency.

Step 9: To give a high-quality hash value, the output of four MD5 algorithm registers (A, B, C,
and D) is retrieved as input to the Fourth-order technique, which is utilized to solve the differential
equation in the delay function.

Results

The results of simulations employing the Dictionary Attack, Avalanche Effect and Random Test
are shown below.

The avalanche Effect

The avalanche effect was assessed to validate the updated MD5 hash result by analyzing the severe
binary bit change for a little change in the input and must be able to prove a significant degree of
change in order to achieve an optimum value of fifty percent (50 percent). This is a critical
characteristic of any cryptographic hash algorithm since it determines whether the hash result can
forecast the plaintext or not. The plaintext, associated message digest hash value, binary value of
hash, and percent of bit altered when the original and updated MD5 hash methods were used are
shown in Tables 1 and Table 2.

Table 1: An original MD5 hash function

Input MD5 A hash binary Bit
string change
d %
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Welcom | 1b803bfbcOb3c00a9b7ccbfb5e82a | 1111100111101000100110010001
eto e29 1...

welcom | 1b803bfbcOb3c00a9b7ccbfb5e82a | 1101110000000000111101111111
eto a2l 0...

The outcome of applying the new MD?5 hash algorithm is shown in Table 2. The avalanche result
in percentage of bits altered illustrates that deploying the new method has a significant impact.

Table 2: MD5 modified

Input string MD5 Hash binary Bit changed %
Welcome to 9e899180e19eebhe5871a8fe903790e9
welcome to 1b803bfbc0b3c00a9b7cchfh5e82ae29
Table 3 show the results with different size of file and time running.
Table 3: Files of various sizes and lengths of time are executed.
File size (k) MD5 Time
execution
150 dd1b4db6273e67ea5a60fa228357a335 0.02
300 aa7cbhaaal511b5ebe97929d39ab34ae3 0.032
500 678a071d0fde6fbh56ab661fafdchfOd 0.043
700 159e859h31a421f6683db890efefbfe6 0.058
1000 07ec57a6¢ch9e2b47bd347d50ba56ba32 0.087
1500 ca450alcffe23f66ffffeffc7223a2ca 0.12

Dictionary Attack

One of the most common cryptographic tactics used to extract plaintext messages is dictionary
attacks, which attempt to decode messages using commonly used phrases, passwords, and short
keys stored in the attacker's database. The researchers also investigated putting a hash value
generated by a modified MD5 to the test and seeing if it could be decrypted using a dictionary
attack and free tools for cracking hash values. Table 4 shows that with the updated padding scheme
and extra security procedures, the original plain text message could not be recovered, and these
cracking tools failed.

Table 4: Dictionary attack for check the proposed model
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Input string MDS5 value Result
crackstation.net | 5¢5e9¢59dbh319h4f330273dbc288f257 | Not found
hashkiller.co.uk | ca57fa6c46d5c69c674977ea07el1f7e7 | Not found
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Conclusion

The experts have performed an outstanding research study in order to improve MD5's collision
sensitivity The addition of 1024 bits to the message input block, accompanied by the installation
of a novel padding method, not just to allows you a variety of ways to create a message block,
However, a message length increase to 64-bit sub blocks is also possible.
An inclusion of processes that result in the updated MD5 hash function's security being
strengthened added complexity finally, the message digestibility computation. The criteria
employing the increased padding scheme technique and the additional security operations yield a
percentage output score of 57.03, which exceeds the optimum value of fifty (50) percent rate, based
on the avalanche effect test, which assesses whether prediction of the original plaintext is possible.

Finally, a randomization test was carried out to make certain that no duplicate dissolve values were
discovered. The mean value test was calculated using the arithmetic mean, and using the criterion
of adopting the updated padding scheme and extra security methods, it was able to achieve a
required central value of at least fifty (50) percent, resulting in scores of 50.45 and 51.93,
respectively. To determine if the extra security was secure from dictionary assaults, internet
cracking programs (hashkiller.co and crackstation.net) were used. The results of a test indicate that
retrieving the plaintext message that was sent is impossible. In a future, further cryptographic
approaches might be added to give a message digest value that is more secure and collision-free.
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